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Service Level Agreement {SLA)

Service Level Agreement Revision Change Control

The Michigan Department of information Technology (D!T) is responsible for
maintaining this Service Leve! Agreement (SLAY and will maintain the master soft
copy of the SLA. When an initial version has been agreed, the following change
management procedures will apply:

+ The initial agreed version will be version 1.0.

» DIT will retain the master copy of the SLA.

and the DIT Information Officer.

All subsequent amendments will receive a new version number.

All changes to the SLA will result in a release of a revised SLA.
All changes must be agreed upon and signed by both the DCS SLA Manager

All amendments will be summarized in the Revision History section of the SLA.

» The SLA will be reviewed by DCS and DIT each fiscal year.
= DCS and DIT will agree on limited, named, hard copy SLA holders.

Revision History

; Version : Owner Issue Date Issued By

Addendum Material

Dﬁﬁument_ Name Version . Location o

* Michigan.gov website
' Michigan.gov website
. Michigan.gov website
- Michigan.gov website

: SLA Overview Document
DIT Services Cataleg

- Glossary of Terms
Problem Management and
Escalation Process
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1.0 Purpose

This Service Level Agrecment (SLA) has been joindy ereated by the Michipan Department
af Civil Service (1XCS) and the Departmient of Information Technology (UL to detail the

conditions and expectations of our two organtzations regarding the delivery of information
technology services,

Specifically, this 1A defines;

= The IT services und products 1o be delivered.

s The standard of performance for cach service that has been agreed between DI and
DS,

«  Action plans to remedv potential problems.

= SLA roles and responsitmlities.

This document consists ol 2 number of Sections. Descriptions of the contents are included in
the S1.A Ohverview Tociment and an explanation of terminology is included in the Glossary
of Terms Docoment,

Chanpes the SLA will be made as outlined in Section 3.0 Change Process.

l'urthenmore, it is agreed that netwithslanding this Agreement, the Civil Service Commission
retaing the plenary authorily granted m Article 11, §5 of the Michipan Constiwution. No
provision of this Agreement is intended 10, or may be interpreted to, delepate, rescind, limit,
or modify the authority of Civil Service Commassion, Tn the event of any conflict between
this Apreement and the Authority of the Civil Service Commission, the Civil Service
Commission ot the State Persomnel] Director may take any appropriate action 1o cure the
comilicl

2.0 Contact Information
The Department of Civil Service Tnformation Officer (TOY will be the primary representative
from DT managing and cosunng service delivery as identified in the SLA:

. Douglass Couta
coutedpmichisan gov

‘The Department of Civil Service SLA Munager has been identified as the departiment’™s SLA
Manager and will be the primary representative for negotiating service delivery and
coordinating service delivery issue resolution with the -
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Jamane M, Winters
Senior Deputy Director
WintersI'g michisan.cov

3.0 Change and Review Process

Chanpes to this agreement may be negotialed based on changing business or service needs or
significant variances from serviec commitments. Reguests can be submitted to the [0 or the
Department’s 81.A Manager, und they will negotiate the changes. The changes must be
agreed to by the Directors, or their designees. ol both organizations.

This agreement will be reviewed by TICS and MDI1 each fiscal year.

4.0 Maintenance and Distribution of the Agreement

‘The DIT I is responsible for mainlaining this agreement and ensuring (hat changes have
been incorporated, when appropriate, prior to distributions of new versions.

Distribution of copies within the Michipan Departinent ol Civi] Service is the responsibilicy
of the Department SLA Manaper.

5.0 Problem Management and Escalation

The purpase of the problem management and escalation process is 1o muanage service issues
10 ensure a consislent and high-quality response to customers. Should DIT [ail o meet its
expected level of service, DCS and DUT should make eilorts to resolve the problem
themselves. 1f no solution can be found, DCS 15 entitled 10 submit an issue and/or invoke the
escalation procedure. The problem munagement and escalation procedure is as follows:

« DS will ask the appropriate Manager te contact the Ageney SLA Manager in
writing. All further correspandence will show on a log 1o be tracked,

«  Inthe event of failures, DCS may withhold payment for disputed services whilc
working with DI1"s Information Olficer 1o develop a resolution and, if necessary, a
remediation plan. (Llowever, DCS will pay all mvoice services not in dispute. )

» DS will retain the abilily to set pionities for problems to be resolved.
5.1 Remediation

In the event ol {uilores, DCS will withhold pavment for disputed seevices and will require a
remediation plan from DIT. This document will detail the means and tmeframe to ensure
the ongning achievement of normal serviee levels per the STAL THT will provide a

| DT DCS SLA D1 '8 DS dac 2
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remediation plan in the event that serviee kevels are not met for two conscoutive
measurement periods or for threc occurrences within a six-month period.

If the lnformation Officer and the SLA Manager 1] to reach agreement about remediation,
then the matler wall be reflemmed 1o the DCS director and DTT divector for resolution.

5.2 Termination

"This apreement may be terminated upon the mutual agreement of the DIT Director and State
Persommel Direclor.

6.0 Billing and Invoicing

‘The DI'L serviees charges will be based on actal costs, which are deemied lully allowable
and appropriately assigned or allocated to respeetive DT services as required by OMB
Circular A-87. DIF is in a transition period. As a service provider to Stale of Michigan
agencics, the ultimate direction i3 to move 1o a (ully-rated cost recovery madel. Noled below
are cosl reatments and charge-back methodalogies for DIT services for FY 2003,

Invoices must be paid within 30 days of receipt. If an item is disputed, the remaining invoice
amount tnust be paid in full within 30 days of receipt. DCS must notify the DUT Scetion

Manager of DMB Fiscal Management Division and the Information Officer of dispuled tems
within 30! days of receipt of invoice.

6.1 Direct Charges (DC)

13CS wvill he charped for costs divectly associated with the delivery of I'T services. Lxamples
include: direct agency assiencd staff and agency specific procurement. In some instances
there are staft who are working for mubhtiple apencics in a non-rated service. Program
manapers will provide wark distributions based on time reporting data for staff in these roles.
Stafling costs will be charged to DCS based on distribution pereentages.

INT will conbinue 1o maintain me statsties. Time statisties will be distnbuted 1o each
Ageney on a monthly basis, or as agreed upon by DOS and DIT.

6.2 Program Administration {PA)

Program Administration {which inchudes divisiona), sectional, and team administration)
cxpenditures are costs incurred by propram management in the delivery of 11 services. An
example of such vost s the Dhirectlor of Apeney Servives. Costs incurred by the Director ol
Agency Services will be allocated to the DCS as a function of Apency Services’ dircet

| IT-DCS-SLAGE 18 05.dog 3
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salarics charged by Ageney. PA will be allocated Lo the first-line staff through step-down
allocations based on salary dollars,

T must:

t Provide andi capabilities that invoiced charges are appropriate and corrcet.

2. Review and conduet an annual audit for all invoiced charges.

et

Review computations and provide annual distributions for overhead and services,

1+ Provide vost methadology/cost allocalion models and must use an independent party
to provide cost allacation models.

6.3 Enterprise Administration (EA)

FEnterpnse Admimistration expendilures are costs incurred by the enterprise in overall
delivery of TT services Lo the Suate of Michigan. FA includes costs such as DI Dircctor,
Security and Disaster Recovery, and Research and Management Services, LA will be
allocated as a function of wal expenditnres and will be applied to all DIT program services
expenditures (including existing rated services ureas) as well as to ageney-speceilic
procurement expenditures. ‘L'hese charges will not exceed allocations made for “Enterprise™
expenditures. While CA will be initially distributed as a function of tal expenditures, 1115
anticipated that in future years some LA expendinares may be allecated and charged 1o
ageneics on a tunctional basis rather than by dellars cxpended.

6.4 Rated Services

DS will continug to be charped for eated serviees such as Telecommunication data and
volce nelworks, Data Center Services. Projeet Management, and Center for Geographic
Information Services, cte. Rated services are eharged based on usage for the specific service
pet published rale schedules.

6.5 Desktop Services

Deskiop Services costs will ulimately be recovered through a rated siructure. DIT will
maintain a DS I'T assectinventory o standards that wall satisly audits, nitally, however,
deskiop costs will be allocated to DCS based om relative percentage of deskiops., Where
required, AR Remedy statistics may be used to aid DCS o further disinbution of desktop
costs. (Note: Specific deskiop purchases will be charged divectly to DCS and not allocated.)

Desktop Services x  Agency Desktop Count = Agency Charge
Total Costs Total Desktop Count
| L-Des-ses o1 18 Dhcdo 4
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6.6 Distributed Processing {DP)

Distributed Processing services (local networks, servers, email, maintrame operations
productions support, ete ) wall be eharged to DOS based on direct assignment of staff, DP
program admimstration will be allocated w irst-line workers via step-dovn function based

on salary dollars. DOS will be charged all costs Tor on-site siall plus an overhead cost for
their supervisor.

6.7 Enterprise Portal Costs

Fnterprise Portal costs will be allocated w IDCS based on the number of Umes pages are
accessed {Fhirs™),

6.8 Rent

DIT recognizes that there may be instances during transition where DT staff who are
servicing multiple agencies may be housed with an area that heretofore had been dedicated to
a sinple agency. PCS will recommend a method for equitable ailocation and “teuc-up™ ol
these costs for treatment bepinning with the 1Y 03 hilling cvele.

6.9 Annual Reconciliation

DIT will conduct an annual reconcthiation ol charpes, or “lrue-up.™ This will involve a
comparison of hilled charges to the actual costs of providing those services, DIT may elect
to refund any difference to customers through a Mnal adjustment to billings, lowever, if
differences are within reasonable levels, they may be carried forward as adjustments o future
vear' s charpes ar rates as provided in OMD Clircular A-87.

6.10 Meetings

DIT fmamcial sall, m ecoordimastion with the DCS's Inlommation CGlTicer, wall meet ona
regular basis with DCS swafT o review DIT invoices (Invoices typically presented on a
manthly basig) and identify and resolve any billing adjustments, omissions, and related issues
thal may be identilied.

6.11 Spending Plan

DIT and DCS will jointly develop an annual spending plan for the DCS Inter-Department
Crant (112(3). DUT financial staff will preparc and distribute a spending plan cach month that
ammualizes expenditures, year-to-date, agamsi the DCS Inter-Department Grant, RIT
financial staff, in coordination with NCS's 1O, wilh meet an a regular basis with DCS staff 1o
review Ihe spending plan, 1dentily funding shortages. and jointly prepuare an sction plan o
spend within avanlable tesources.
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Cost Elliciencies: DIT wall take on re-engineening efforls to dnve down cost and 1o improve

elficiencies, As DT realizes the benefits from these efforts, the delicit will be retired in the
internal service fund.

6.12 Monthly Statements

Detailed billing statements will be provided on a monthly basis. The statements will include
a detailed breskdown ol charges within service calegories and will be sufficienty detailed 1o
allow THOS to properly allocate expenses (o the appropnate federal and state [unding sources
and projects 1o enable DOS w be reimbursed Tor eligible expenses, 10 enable charges o be

assizmed Lo appropriate THIS projects, and to ensure that all billed resources were expendasd
in the provision of I'T services ta DCS.

Performance meines will be developed by DT and reviewced and agreed to by DCS w be

made available on reports thal accompany, or are included 1n, these Balling stalemenls.

7.0 Audit Clause

As part of tns STA, DCS and DIT agree o this audit clause which provides that hnaneial
records, documents, data, accountng procedures and praclices, programs, projects,
information systems, or any other items of the service provided, deemed relevant to the SLA
by DCS and DI, are subject to examination by the appropriate DCS and DIT
representatives. DS and DIT wall, and will cavse its subcontractors and supplicrs to,
provide to DCS and D11 {and internal and externat auditors, inspectors, regulators, and other
representatives thal DUS and DIT may designate from time to tune) access at reasonable
hours to DCS and D11 personnel, to the facilities at or from which services are then being
provided and to DCS and DIT records and other pertinent information, all to the exlent
relevant to the serviees and DL s obligation, Such access will be provided for the purpose
of purforming aadits and inspeetions. DCS and DI will provide any reasonable assistance
requested by either party or their desigmee in conducting any such audit including installing
and aperating audit software.

Following an awdil, DS and TIT will conduct an exit conference with DCS and DI
representatives.  DCS and DIT wafl meet to review cach audit report promptly afier the
issuanee thereol and DCS and DIT will respond to cach audit report in writing within thirty
{30} days from receim of such report, unless a shorter response time 15 specified in such
report. DS and DIT will develop and agree upon an action plan to promptly address and
resolve any deficiencies, concemns, and/or recommendatons in such audit report and TS

and DIT will undertake remedial action i accordance with such action plun and the dates
specitied therein.
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DIT will estahlish and maintain accurate records, in accordance with generally-
accepled aceounting prinerples, of all expenses inearred {or which payment is sought
or made under this agreement, sind records 1o be hereinabier referred to as the

“RECORDS.” Record and present cost and progress teports o meet TXCS
requirements.

I will maintain the RECORDS for at least throe (3) vears from the dale ol final
payment made W or by DS under this agreement. In the evenl of a dispute with
regard o the allowable expenses or any other 1ssoe under this agreement, DTT will
thercafter continue to maintain the RECORDS at least until that dispute has been

finally decided and the time for all available challenpes or appeals of that decision has
cxpircd.

» DS orits representative may inspect, copy, or audit the RECORDS at any
reasonable time after giving reasonable notice.

« Ilany part ol the wotk is subcontracted, DTT will assore complisnce with subsections

(a), (h), and (&) above and with applicable state and federal requirements for all
subcontracted work,

In the event that an audit perlormed by or on behalf of DCS indicates an adjustnent o the
costs reported ander this agreement or gquestions the allowability of an item ol cxpense, DOS
will promptly submit to DIT a Notee of Audit Results and a copy of the audit report, which

may supplement or modily any tenlative [indings verbully communicated to DIT at the
completion of the audit.

Within sixty (60} davs aler the date of the Notice ol Audit Results, TIT. will {a) respond in
writing to the responsible Bureau of DCS indicating whether or not it concurs with the andit
report, {b) elearly explain the nature and bhasis for any disagreement as to a disallowed item
of cxpense, and () submit to DCS a writien explanation as to any questioned or no opinion
cxpressed ilem of expense, hereinafier referred to as the “RESPONSL.” The RESPONSL
will he elearly stated and will provide any supporting documentation necessary to resolve
any disagreement or questioned or no opinion expressed ttem of expense. Where the
documentation 15 velununous. DT may supply appropriate excernts and make alternate
arrangements to convenienily and reasonably make that documentation available for review
by DOS. The RESPONSL will refer to and apply the languape of the agreement. DI agrees
that lailure to submit a RESPONSLE within the sty (609 day period constitutes agreement
with any disallowance of an item of expense and authorizes NDCS 1o finally disallow any
items of questioned or no opinion expressed cost,

NS wali malee its decision with reeard to any Notice of Andit Results and RESPONSE
within ome hundred twenty (120) days afier the date of the Notice of Audit Results, IF1CS
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determines that an overpayment has been made o DIT, DIT will repay that smount 1o TICS
or reach agreement with DS on a repayment schedule within thirty (307 davs after the date
of an invoice lrom DCS. TEDTT fails to repay the overpayment or reach agreement with 1DCS
on a repayment sehedale withm the tharty (307 day period, DIl agrees that DCS will deduet

all or a portion of the overpayment from any funds then or thereafter payable by TICS 10 DIT
under this agreement or any other agreement,

'L shall prepare a detailed report, with recommendations and conclusions, including a list
of service charges to DCS, the appropriateness of those charges. and the cost allocatiom
methodologies used in determining the level of funding, and any un-reimbursed costs.

8.0 Performance Reviews

Manthly (or as needed) reviews will be conducted with the ST.A Manager to assess scrvice
effectivencss, address service problems, and cvaluute service delivery in light of busincss

necds and available resources. Particular attention will be paid to notable deviations from
commitnents.

This meeting will also review the status of current projects and identify and resolve issucs
and initiate needed action items.

As o basis [or the review, the Tnformation Officer (10} and the Senior Chicl” Deputy Dhrector
will collaborate in collecling, analyzing, and reporting scrvice data associated with the STA|
including detailed logs of service and perfermance, including documentation of probltems,
response limes, tmes o resolution, and detail about the resolutions themselves. This review
is generally delegated to the approprisie Manaoo ),

DT must also provide DCS with a method lor real-time monitoring of outstanding problemns
and a problem history.

The DCS ST.A Manager or a designated representative must attend all SLA Review
Meetings.

A report describing project statuses, issues addressed, decisions made. and actons taken will
b published within five {3} days of the revicw meeting.

This review will also inelude advice ftom DIT on technalogy options that have become
available that could mmprove the overall level ol service. This review will also serve as an
opportenity 1o dentily improvements in perfomance.
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9.0

SLA Management Roles and Responsibilities

The [bllowing provides an understanding of the roles and responsibilities for TIT and DCS in
accordance Lo this SLA.

3.1 DIT shall

)

8)

)

Re responsible for providing the qualified resources and skills to defiver the services
purchased in a cost-cffective and timely manner.

Communicate the methodology for pricing and the process lor collecting fees and
payments and obtain consensus om these.

Discuss with DCS voluntary changes in stalling w ensure service comlinuily and will get

DCS concurrence on a plan 1o maintain service levels. {Key resources will be defined
through further discussion.)

Orpanize, facilitate, and attend meetings in order to meet service objeetives and business
demands.

Commil o teamwork and contlict resolution.

Reserve the right to review andfor reassigm DI -related functions to DCS staff based o
mutual agreement and addressing funding and stalling requirements.

Communicate with DS o cnsure that DTS 15 adequately informed aboat DU needs,
requirements, and business direclions. DIT must communicate with DCS immedialely if
there arc chanpes in program direction, TT operations, ot IT personnel ussignments that
would impact DCS business or business practices. New imitiatives must be

communicated 1o DCS so that adequale preparation and procurement time is available Lo
implement new or enhanced services.

Inelude DCS SLA Manager in relevan TT siratcpic planning activitics. sponsor and
exccntive review mectings and designate DI managers supporting DCS as team
meinbers or co-leaders as needed.

Work with DCS (o develop an L' spending plan.

10) Perform 1 services upon receiving instructions to proceed from DOS.

11} Perform all agreed to activities with repards to audits and record-keeping {Sec

Section 6.0 (Billing) and Section 7.0 (Aundits) for more deall).

12) Work with DCS o establish authorization theesholds for contracts, projects, hardware,

and software approvals,

13} Provide stalf to work with DCS weams and follow DOCS [ approval processes.
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14} Ensure that DIL staff located at DCS facilittes will provide support sl current levels.

Advise DCS SLA Manager and Senior Chiel Deputy Dhreetor of planned changes pnor to
implemaentation.

13 Designare a representative to the HERMXN Coordinating Commiltes.

9.2 DCS shall

1} Commit to teamwork and con(liel resolution.

2) Communicate all 1ssues and problems to DI following the problem management and
escalation procedures outline in this document and its associated attachments (See

Scction 3.8 (Change Process) and Section 5.0 {Problern Management and Escalation) for
morte delab),

3y Communicate with DIT w ensore that DIT is adequately informed about DCS's needs,
reguircments, business directions, and personnel changes. DS must communicate with
INT immediately 1l there are ehanges in program direction. New initiatives must be

communicated to INT so that adequate preparation and procurcment time is available to
implement new or enhanced services,

4} Include DIT Tnformanion Qflicer or an appropriate designee in relevanl strategic planning
activities, management meelings, projcel steering comumitteg meetings.

5% Reserve the right to review and/or reassign DIT-related lunctions to DCS staff based on
mutual agrecment and addressing funding and stalfimy reguirements.

6} Reserve the right w add, modify, prioritize, or delete projects which may or may not be
imeluded in the inter-department grant.

7y Work with DI'U o develop an 1 spending plan.
2y Review and approve billings and acceplance ol completed work.
§) Make payment to DI'T upon approval of billing and acceptanee of completed work.,

10) Pravide adequate space for DUT staff ncaled at DCS sites when assigned to DCS
activities,

1 1) Include MIIT 10 in 1T relevant (or '] related) stratepie planning activities,
9.3 Further Agreements
Tt 15 lurther agreed that:

a) DYT errors or omissions causing rework may be at DI s expense.
by DCS errors or omissions causing rowork may be at DCS™s expense,

¢} Source forms and data eniry specilications may be chanped, deleted, or added to this
agreement.
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d) Non-Disclosure - DT employvees will not disclese or reveal any software.

documentation, data, or any mformation derived from data stored in DCS databases
without DCS's express written permission.

g} I'reedom of Information — DCS will be responsible Tor complying with Freedom of

Information requests involving data in databases owned by DCS, but mantlained hy
T.

1) DIT will deny any FOLA requests received that are the responsibility of DCS, and
refer the reguestor to the appropriate DCS contact.

iy DT will noufy TICS ol tequests teecived and rejected concerning DCS ina
timely fashion.

f}  Ownership — All soltware, documentation, and other matenials developed under this
aprecment will be the property of DCS.

10.0 Agency Support Services

10.1 Customer Summary of Service

Currently, TIC'S purchases the tollowing services from DL, As part of this agreement, DCS
will continue to receive the listed services for Fiseal Year 2005, which will be billed
according o the process recorded in Section 6.0 Billing and Invoieing of this document.

Changes o these services will be made as oulined in Secton 3.0 Change Process of this
documcent.

»  Vince Services

«  Cuslomer Service Center Scrvices

«  Deskilop and Uscr Suppoit

»  Dala Network and Connectivity

= Llata and Application Hosting

» Application Development and Mumtenance
» Lducation and Traiming

s Securnty Services

« 1T & Business Consulting Services

«  Dhsaster Recovery and Dusiness Resumplion

« AT Procurement and Contract Manapcoment

"OOT-DES-SLA DT 14 Dboec 13
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The service levels and quality assurance processes currently in place in DOS are documented
in Appendix A, These service levels represent the minimum that DIT needs to provide to

DS in terms ol quality, responsiveness, and cost. DIT will continoe to provide data sbout
these services and additional metries when developed.

10.2 New Systems Development

Application development requests will be submitted through the process developed by DCS
and the 10,

10.3 Application Maintenance and Support

Application Development und Maintenance Services include enhancement services and
maintenance services. Frnhancement services can be sub-divided as follows:

»  Major Inhancements involve significant new requircments, but do not alter

the overall makeup of an existing solution. This may entail adding, changing,
ot deleting functions for the existing solution. Major enhancements will
wsually causc an impact 1o the business, organivation, or architecture and may
require significant cost, cffort, and time to complele. Fxamples may include
migralion 10 a new application platform, adding new mierfaces, or
re-desigming a database.

Minor Enhancements involve adding new requirements against an cxisling
solution, bul have minimal impact on the business, organizalion, or
archilecture. FExamples may include updates to data tables, updating a hicld on

an TTTMT. view, or updating a module that was ariginally changed via an
cmerpency fix.

wlamtenanee can be sub-divided as [ollows:

Corrective Maintenanee includes work that 1s initially spawned by a probiem
incident report and 15 generally referred to as a “fix”™ Tnvelves changes made
to application code in support of new or chanped system soflware. Cost and

cifort are relatively low. This work may be initiated to provide a4 complete hix
after an emergency 1x was performed.

Fmergency Fix is defined as the occurvence of a problem that must be
addressed immediaiely, such as the disruption ol a system or application.
Urgent emergencies include life and death situations. TTigh emergencies have
public impact. sipniticantly affecting a large number of wiers, or mabslity w
meet deadlines for statatory pavments. Medimm emergencics include all other
sitations that live impact om Lsers.

| DIT-DCS SLA G716 06 ton 12
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Preventative Waintenance involves work that 15 imtiated in order 1o averl

foresegable problems, improve perlbrmance, quality, reliability, efliciency,

usability, or maimtainability of an mstalled soloton. Examples may be new

repoTls or changes W exisling reporis.

DT will be responsibic for on-ooing system maintenance and enhancement, uniess otherwise
cnatsourced 1o a vendor, for the duration of this asreement. DCS will be involved in any
putsouremg decistons lor those systems defined as “Key Produets.” Should system
maintenance and/or enhancement ohligations impact the delivery of new systems, or
resources not be available within the existing stalng structure, DCH will be responsible for
prioritizing maintcnance and enhancement efforts. The definitions listed above are agreed o
cxeept where superceded by specific Application/Network mainienanee and development
language introduced as approved appendices/addenda to the primary agreement.

10.4 MicroTech Support

DT will work toward a stable field support stafl Familiar wath DOS by dedicating stall Lo

DCS wha report o a designee ol the State Personnel Dircetor.

11.0 Critical Applications

A list of eritical applications (with supporting infrastructurc) will be developed along with

required response times.

Co HEMN

“Toran
| Cs I HRMN Express Scheduler

Human Rescource Mc

gmt i
Matwork .
Human Resource Mgmt

CS HRMN Lawson |nteractive Desktop Network !
| Human Resource Mgmt |
S | HRMN VPN Network -
Human Resource Mgmit !
cs | HRNMN DCOS | Network ]

| i Human Resource Mgmt
¢S | HRMN R*Stars _ Network ]
Human Resource Mgmt |

cs l HRMN ADFICS | Network

HRMN COBRA EAS
1cs |

lcs | HEMN eBroadcasting

'cs | HRMN Process Flow

] Human Resource fu'lgrnt !
| Network O

| DIT-DCS-SLA S 18 00 drr

"'Human Resource Mgt
| Network |
| Hurman Resource Mgmt i
Metwork
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Human Resource Mgrt I

| cs HRMN BCl Network i
. Hurman Resource hMgmt !
|58 | HRMN Groupwise remole o _ ) Metwork |
l |_ Human Resoue Mgmt
l CS | Mi HR Cali Gentar Application | MNetwork !
| C8s | MIHR Documant Management _l i o
' o5 | M1 HR Mo Update l
| cs | HRMN Agency Directory | |
Cs . HRMN FAD |
CS | HRMN Pay and Deduction Codes _ ! ]
cs HRMN Reports l |
cs | HRMN SAT : ’,
cs | HRMN Security | l
cs HREMN Suppart Center | i
CS  __| DCDS - e
cs C5138 I 1
cs HP OpenView ServiceDesk !
CS HRMM Training Web Site -
5 | Lawson Analytics | |
&5 Lawson Enterprise Reporting ]
Cs Lawson eRecryiting i
Cs Lawson Services Automation 1
oS | Lawson SmartNotification N
CS | Lotus Notes {Project Office) o .i
C3 PVCS | ———
(] Statistics Manager o T . |
CS ___ | 5029 Web Scheduler |
| CS Appainting Authority .
G5 | AppTrack o |
cs | Audt _ _ D |
ol Board of Ethics Searchable Database :
G5 | Career Fair . _ _ ] |
L CS _COBRA EAS | |
L5 _Decisinn Status and Research Systemm l |
CS  __ | Document Maii Assistant - '
CSs | Evaluations . ___________|
cs | HRTD Training L !
Cs | iD Mumber Finder |
OS5 Internet Phone Book, L |
CS | Job Titles Specs o | L
s | Lateral Transfer _ | ]
C3 | Maillist L i
CS | MGMTInvoice o | =
| | Michigan Depariment of Education Administrative Law | !
| Cs Decisions _ __ !
- l Office of Performance Excellence - Library Resources ] [
[cs - OTS Project Requests o |
i G5 - 075 Purchasing '
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L

| CS 0TS Software Inventory |

I_ Performance Pay Program _ ] _

cS . Positions by County } ;

|'cs | Posttion/Skill Code Listing ) !
cs | awmz | ]
CS Remedy L | ..

} CSs I Rules, Requlations, and Advisories _
C5 |_Scoring —

cs | SSRS

| cs Templates . _ i
Cs Tracker N i i

wacancy Web

|
| 5] |_ ScorView ] . ||
|

12.0 Distributed Processing Operations

12.1 Overview

The Distribuled Processing Gperations (DPO) Division within DIT is responsible for the
planning, desipn, enginecrlng, and aperations ol all local arca networks for the State ol
Michigan. PO also offers server and application hosting services, e-mail scrvice, file and
print services, operating system support, mainlenance support, and soflware and hardwarc
technology refreshmoent seevices in a variety ol different facilities in a distribuled
environment.

PO services are typically provided on a 12 X3 basis; however, DCS has the option o
cxtend coverage via an on-call service.

DPC also offers mainframe job scheduling, operations, and data entry semvices.
12.2 DPO Services

DITO provides the following Lypes of services to Agencies:

S T
r |||t|EE |1.ir||:,|r|r:,|gu|||u nt Hebwork ManugEmEﬂt I
Sen.rer Frocurement Jab Schedullnngxeuutmn

| Server Software Installation | Maintenance Agreements (SW & HWY) ',

&sse’u’ﬁunf guration Management | ServerHwW {apacity Planning :
| Server InstallationfSetup Service Request Management

Server Backup/Recovery Software Problem ManagemenﬂPatch |

. Process _ e

| Server Documentation | Print Services o

| Server Security I Dpera'tlr:nﬁ Metrics/Utilization i

) Reporting

| User Profile Management | Application Server Support !
| Performarnce Tuning | Server Software Distribution
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MServer Manitoring and Corrective | Change Control
| Action | |

| Performancg T_unlng _ I Software Yersion Control .
| Server Monitoring and Corrective !
| Action

12.3 DPQ Monthly Costs

PO charges {or FYO3 are costs directly associated with the delivery of the serviees lisied

above. These charges include three types of costs: Payroll, P'rogram Administration, and
Support Cosls,

«  Payroll consists of actual payroll charges for the pay peninds ending during the

invoice month. DPO staff is charged to an agency as dedicated to DCS, allocated to
S, or based on a time distribution.

»  Dedicaled: Costs of DPO employees working full-time lor a single ageney.

«  Allocated; Costs of supervisors and managers are allocated based on salary costs of
cmployees in their reporling organization.

« Time Distribution: Some DPO employees provide services o multiple ageneics. bor
these employcees, thele costs are distributed as a pereentage of time worked for cach
AFETICY.

»  Propram Administration (PA) expenditures are costs incurred by program
management in the delivery of DO services. An example of such cost is the
Director of Distribured Processing Operations. Costs incurred by the Director of
Disiributed Processing Operations are allocated to agencies as o lunetion of Agency
Services' direct salarics. Support costs are expenditures such as travel, telephones,

pagers, copict rental, office supplies, and other CS8&M related to the staff in the
PO organizalion.

13.0 IT Procurement

13.1 Overview

Contract & Mrocurement Scrvices provides agency-specific and enterprise-wide procurcment
and contract management serviecs for 'L commodities and services, MATN processing
activities, vendar interaction, and Stawe approval/reporting requirements are handled by DIT
Contract & Procurement Services.
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13.2 Contract Management Services

D) Contract Management Services is responsible for processing all TT-relaled contraciual
service requests, and ensures that the services provided mest contract specilfications. In
serving these U needs, THT Contract Management Services include the following:

1. Assist Avency in developing, renewing, and re-bundlimg IT contracts.

2. Work with Azency and project managers in identifying 'l needs and developing
statements of work.

3. Coordinate with DMB to determine most appropriate contract vehicle to cblwn
serviecs,

4. Develop contraet language for Request for Proposal, Tovitaton Lo Bad, and Sole
Source contracts.

Work with Depariment procuremient and personnel staff to obtain Department of
Civil Service approval, via CS-138, if necded.

6. Participate in pre-bid meetings, oral presentations, and joint evaluation committee
 process and vendor scleetion.

7. Review contractor’s detailed work plan to ensurc it will cesult in meeting the
ohjectives and tasks stated in the comracl.

8. Act as liaison belween Agency and Contractor in order to msure mulual
understanding of the respective rolus and responsibilities of the contractor and DCS.

Prepare contract portfolio and status reporis (o share with management staff regarding
contract management and activily.

16, Monitor contracts with existing vendors and make recommendations on extensions
and renewals.

11. Manage contract change requests.
2. Momitor [inancial data for each contract Lo ensure that contract is on budect.

13, Monitor all contracl activity to cnsure compliance with contractual obligatbions and
DIT strategic direction.

1¢h, Teverage resourees and create cost savings by establishing contracts using a
best-pracuce. best-price, and best-value mindset.

13. Promote proactive management of the Il contract portfolio throwgh valued
partnership and foster an enlerprise-wide perspective,
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16. Coordinate funding approvals.

17.

18,

Adhere w Fxeculive Dircctives/Executive Orders, DIT and Agcncv-specific

requiremnants in processing 'l contractual service requests.

Trocess approved agency contractual service requests in a timely and efficient

THHNTICT.

13.3 Procurement Services

I3TT Procurcment Services covers the purchase of all non-delegated TT commuodities and
services for State agencies. The THT Procurcment Services Section pertorms all MAIN-
related lunchions for UL procurements, These include requisitions, purchase orders, change
orders, receivers, and cancellations. TIT Procurcment Services will issue Agency-specilic
procurement reguisitions in a desipnated MATN ADPICS department number and route those
documents for review and approval based on approval path information provided by DS,

DT Procurement Services will notify end users of request stalus throughout the
[rocutcment.

In serving the TT procurcmient needs of DCS, THT Procurement Services will:

1. Adhere to Apency-specified approval requirements for TT purchases.

2. Provide a vaniety of methods for Agencies to request the purchase of desklop
commodities, including telephone requests, e-mail, fax, 1D-mail requests,

3. Process approved Agency procurcment requests through appropoale DIT approvers
in a timely and efficient manocr.

4, Check published on-hand siock status for items that can be re-deployed free of charge
helore procuring new items using Agency funds.

3. Procure commodities that meet published enterprise standards.

6. Lse a variety ol procurement methods, including the MAIN system and procurement
cards. 1o purchase items at the most Favorable cost and value.

7. Notify DCS ol procurcmment request status.

8. Noufy DCS of procurement methods used.

9. Tl requested, use Agency-specilic coding in selected fields o MAIN coding blocks to
assisl DCS in reconciling iks momnthly involce.

1), Establizh and mainiain a MAIN ADPICS department path to route Agency-specific
purchases for viewing by Agency staff,
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11.

12

14.

—
h

16,

13.4

b

ad

0.

Adhere to State Frecutive Directives and instructionsl memoranda reparding the
approval, processing, and reporting of [T commodities.

. Fxpedite orders as quickly as administratively possible for urgent Agency requests.
13.

Coordinate procurement cfforts with those o DIT Infrastructure Services, Agency
Serviees, and Administrative Services to streamline receipl, delivery, and hilling for
commoditics.

Provide procurement contact names and instructional media 1o Agency stafl reparding

DL procurement methods.  If requested, meetl with and train Ageney staff on DIT
[riCUrcInent processes.

. Work cooperatively with DIT nfrasiruelure Services to maintain warranty and

mainlenance agreements for software and hardware serving DCS.

Sirive Lo lower Agency costs lor licensing and maintenance purchases by combining
procurements for volome discounts.

. Process assigned invoeices in a timely manner and work proacuvely with DM

Accounts Payable stalT o cnsurc timely, accurate payment of vendor invoices.

DCS will be responsihle to

Enler Account Clode (AGY) information into requisitions in the appropriate DIL-15, if
NS chooses 1o request AG3 coding lor its UL purchases.

For [T desktop commaodity purchases, supply information ideniifyving the end user’s
niame, phome number, and physical location te assist in notification, delivery,
installation, and imventory tracking.

Purlicipate in pre-bid meetings, oral presentations, and joint evalustion comniittes
pracess and vendor selection.

'rovide DIT Procurcment with current information on Agency-designaled signulorics

and approvers for DIT-0015 (Procurement Request} documents and Cusiomer Service
Cenler Procurement requests.

Indicale whether funding for each procurcment request is incliuded 11 the TG,

Comply with the requirements of the End User Computing freese on desklop
commadities by providing a business casc for any desklop commodily request that
includes some portion of general fund monics.

Charges to DUS for Procurement. Stall will be based on the percentage of transactions
processed for DCS by its designated procurement liaison(s) and related percentage of the
supervisor and overhead costs.
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14.0 Hardware, Software, and Projects Not Included in
the IDG

S may purchase 'l commoditics, software, and project developmenl services aller
approval from DIT, using funding outside of the 11,

15.0 Security Services

15.1 Security Services Overview

Sceurity Services cover the development, maintenance, implermentation, and cnlorcement of
security -related policies and procedures for State Government IT resources.

It also includes incident management, monitoring, and interaction with non-State of
Michigan scourity entitics to insure that the State’s TT infrastrueture 1 sale from entitics
outside State Government as well as within State Crovernmeni.

15.2 Scope
» Development of security-related policy and procedures.

«  Coordination, implementation, and enforeement ol all relaled sceurity policics.

«  Moniloring ol sCourTy processes.

15.3 Security Services

Sceurity Awarcness and Assessmenl includes certain essential base services and certain
premium services, Lssential base services melude:

= Development of guidelines and standards to meet state and federal security
obligatioms and nceds.

»  Coordination of TXTT Secunty agreement processes with apencics.
«  Provide sceurity-related tools, such as lraining matenals, cle.

«  Research new sccurity technologics and make recommendations [or new processes.

Premium services inclode:

Coordination of Sceurity with agencies, including awarencss promotion: World with
agreneies 1O promoe sccurity awareness.
- Lnterprise Risk Assessment: Conduct enterprise-wide Rapid Risk Assessment

v Assessment & Management of Applicalion Rask:
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Assessment ol application risk: Assist agencies in evaluating degree of security-
related risk.

Duevelopment of mitigation plans: Provide assistance to cuslomers loward
development of mitigation plans to address identificd risks.

I15.3.1 Passive Monitoring of 1T Security Fnvironment

This monitoring includes the following base cssential services:

Vonitoring ol $tate lirewalls

=  Trovide oversight responsibility for the secunty of the State’s mirastructure.

« Provide final approval on fircwall rule changes in accordance with State
Stundards and guidelimes.

Provide Security Alert Services

. Monitor, evaluate, and publish industry sccurity events and vulnerabilities to
Apcncies.

« Provide network intrusion detection.

- Monitor sceurity breaches and provide information to agencies as warranted.
Hardware Secunly Scanning Semvices

«  Coordinate scanning ol sysiems within SOM for possible vulnerabilitics.

« Provide recommendations to resolve known vulnerabilitics.

Virus Protection

. Coordination of virus protection, detection, and suppression at the PC, server,
and nelwork level,

General Security Monitoring
« Provide reports o agencics on secunty violations as well as policy infractions.
. Provide services on DUI supported platforms.

. Coordinating application of federal security programs, such as Homeland
Sceurity {focused on “all threats” approach).

153.2 Active Monitoring of I'T Security Environment

This monitoring includes certain essential base services and certain premium setviees.
Tissential base services include:

Terlorm 'l Risk Assessment Services

. Porform tsk assessment o T infrastructure facilitics in accordanee wih
State policy and standards.
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«  Perlomm on-demand risk assessment service, as needed within DU for new or
chanyging infrastructure facilitics.

= Document risk assessments for management review and responsc.

+  Audits of Access Privilepes

- Audit aceess codes and usape on platforms within DIT hasced on Security
nolicies and standards.

«  Provide information for coordinalion with CUSIOMICES O CUSTOMEr ACCEss
nights and privilepes.

- Assist customers with agency audins relating w TT platforms/applications.
This assistance may involve IRS audits, Auditor General audits, cte.

«  Coordination of Physical Security for DIT Facilities.

= ITealth Tnsuranee Portability & Accowntability Act (HIPAA) - Lnsure compiiance
with [TIMAA regulations.

Tremium scrvices include:

« TFthical Hucking  Conduct ethical hackimg against DI platform resources to
assistin deiernining keve! of risk for intrusion, firewall protection, and make
recommendations on remediaiion stralegics.

- User Monitoring - On-demand menitoring of users. In specific circumstances, il
may be necessary to monitor specific users to address suspeeted illicit or
lraudulent use of TT resources.

«  Securily Accreditation of Computer Systems - l'acilitate securily acereditation
and certificalion of computer systems.

» Pormal Security Training / Awareness.

»  Homeland Security Tneident Coordination IssuesResponse.

15.4 Disaster Recovery Services Overview

The Disasler Recovery and Emergency Management Services addresses DIT7s responsibility
regarding planning, developing, and executing disaster recovery capabilities.

These sceviees also address ollering assistance to DCS toward development of their business
resumplion plan responsibility. DT can leverage its disasier rceovery planning expertise to
provide assistance to its plans and processes. While both the development and execution of
husiness resumption is clearly an agency responsibility, DIT will assist customers in dealing
with this responsibility.

15.4.1 Scope

«  Assist inn the ereation ol disaster recovery plans and processes. and creation and
maintenance of a disasier recovery hardware environment.
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«  Bring hardware and svstems back online in the event of a disaster for cntical
application infrastructure.

- Assist oward development of business resumption plans and processes.

15.4.2 Disaster Reeovery Services

The development and maintenance of a disaster recovery plan will include certun essential
base services and certain premivm services. Fssential basc services include:

« Maintenance of Disaster Recovery Plan -— For criuical husiness and DIT
provesses, crcation of a disaster recovery plan covering:

«  Muintenance of existing disaster recovery plans,
= IYistribution ol the disaster recovery plan.

Premium services include:

- Development ol Disaster Recovery Plans  For eritical business and TITT
processes, creation of a disaster recovery plan covening:

. Development of disaster recovery plans specific o each platiorm/process.

= Distrbution of the disaster recovery plan.

Testing of the disaster recovery plan will include certain essential base services and certain
premium scrvices. Lssential base scrvices inchude:

. Testing of Thsaster Recovery Plan — Coordination of testing process with DIT
infrastructure support and customer as required. This ineludes:
. Testing of applications, nctwork availability and oulpul.

» FEnsuring that adequate Tisaster Reeovery testing is accomphished to meet
customers” business requiTements.

Premium Scrvices include:
« ‘“lable-Tap” Testing  Panel review of Disasier Recovery Plan to verify plan
validity (content, information, sequence, ete ).

. Simulation 1esting — Full-blown simulation of Dhisaster Recovery Plan execution
1o verify validity, completeness, and effectiveness.

Lxecution ol the disaster recovery plan inclides no essential base services but docs include
the following preenium services:

- Declaratiom of an EMERGENCY — Based on castomer need and cireumstance.
D11 15 responsible for the declaration of im emergeney.

«  Pronvides “over and above” normal business response for the specific systems
or applications lor which the emergency has been declared.
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« Escalation to 24 X 7 coverage from on-call individuals.

15.4.3 Deelaration of a isaster

Tased on customer need and cireurnstance, DIT is responsible for the declaration of a
disaster.

15.4.4 Execution of Disaster Recovery Plans and Processes

Carry oul cfforts necessary o implement a Disaster Recovery elfort based on the
requirements defined in the Thsaster Recovery plan to ensure that DIT Services meets pre-

defined Agency Business Resumption Process requirements {may include the desktop,
telecom, and distributed server enviromments).

«  Re-establishment of infrastructure required 1o support business tesumption,

=« Re-establishment of data access.

15.4.5 Assistance toward Development of Business Resumption I'lans and Precesses
'I'his assistance includes certain essemial base services and certain other disaster recovery
services. Rssential base services include:

- Assistance 1o apeneies toward development of their business resurnption plans
and processes.

« Coordination of business resumption planning process with TIT Inlrastructare
support, Agency Services, and Customer as required.

. Iinsure that a1l mlrastracture issues idenibifed in the Business Resumplum Process
as being critical are involved in the development process (may include the
deskiop, wlecom, and distributed server environments).

Other Disaster Recovery Services inelude:

. All other disaster recovery and assislance toward development of business
resUmMplion processes.

16.0 Enterprise Application Services

161 Overview

Enterprise Application Services provides application development and support for technical
applications and services impacting several agencics and the enterprise (all ageneies),
including Haman Resource Management Network (HREMN). DICIYS. ATIPICK, RETARS,
Michigan.gov, e-stores, Vignelte, and Senior Project Management.
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16.2 Michigan.gov

‘The Michigan gov portal group provides hosting services including the production server
environment and suppott at a 99.9% availability, and a test server, licenses, and support.
Support Services for Micmgan. pov include:
» Formal training and experlise in Vignetic to all end users,
- 'lechnical expertise in Vignette, Surfaid, and Tnkiomi for ali technical resources.
«  CGraphical User Interface Michigan pov Standard support (bunmer and graphics).
- State of Michigan web application monitonng and review for consistency in
security, privacy, look and feel, and usatnlity.
+  Routine and on-requesi statistical reports.

«  Weh user interface design expertise and suppott of the user inlerlface look and feel
of the portal.

«  Vignette Applicalion maintenanee and small enhancements.

«  Mainlain the contact Michigan e-mai) box and cither answer the e-mails or
redireet them w DCS or office that can hest reply to the query.

«  Support Governor’s Lxecutive Office and Communication Division with ongoing
support for the Michigan.gov home page.

16.2.1 Billing and Funding

Michipan.pov Porial charges must support entirely the cost of the production and test hosting
environments (now 88% of the cost) and the support serviees staff (now 12% of the cost).

Total estimated annual expenses {or the Michipan.pov portal is $4,08 1,000 distributed as
follows:

Production and 1est hosting charges: $3,586,000
Support Serviees Staff: 5 495000

Total estimated charges for DOS for October 1, 2004 through September 30, 2005 arc
$261,540.00,

Agenecy charpes are based on lwo [actors  cach weighled al 50%. These factors will be
reviewed and adjusted annually:

«  Coatent Count m Michican.gov Dalabase on 10/23/02 are representative of the
cost of those servers, redundancy and support and the Vignette application,

.+ Tage Views {end user traffic) 9/1/04 theough 9/30/03 are representatve of the cost
ol servers and support for Michigan.pov response time, avallability, and
reciumdanes.

| DIT-OCS S1ATT_ 1B _Dhadne 25 Last Modified: /292003



Charges ave not based on the number of websites per agency, the number of authors, cditors,
or publishers, or the number of training or support services.

16.3 Senior Project Manager Services
16.3.] Obtaining Serviees

Contact vour [0,

17.0 Desktop Services

17.1 Overview

This section details the services associaled with the availability of ‘ready-to-use’
workstations, including standard or advanced workstations as well as associaied peripherals,
standard sofiware, and applications.

11 also covers the activities required Lo ensure that the workstations, peripherals, soflware,
and applications provided are properly supported through their entire lifecyele,

17.2 Roles and Responsibilities
Desktop Services melude:

«  Availability of workstation & standard sollware, including siandard confipuration,
soliware and basic office productivity, and State of Michigan sollware and
applications.

»  Availability of pon-standard soflware, in answer to specific apency, position, orin
somne case individual needs.

»  Model Qflice service, which ensures that any new application, software, or
hardware is 100% compatible with existing standarcs & cquipment.

»  Moves, Adds, and Changes service, which deals with the installations, moving
and/or removal of workstations and peripherals.

»  Peripbueral support, covers the on-site support for standard peripheral cquipment,
«  Kiosk support, similar to peripheral support bul tailored specifically to the kiosks

used by the agencies W provide services across the slate.

17.3 Customer Service Center

As its pame Implics, the Custemer Service Center essentially provides a portal to all
DIT-refated service areas via an Pnterprise and Centralized Customer Service Center. The
Customer Service Center covers the following:
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. Single point of contact for any ivrm of user support: (to obtain “break & i’
supporl. to obtain information about DU services, to procure new services from
DIT such as applications hosting, ete.).

«  Tier 1 vser support with a stated goal of resolving the majority of support requests
during the imitial call (*on the spot™).

» Ticr 2 user support, when applicable, by draswing on other T services or
Apency programs {or hinal resolution of the issue,

«  DIT will maintain the current 1DCS Help Desk [unction until an orderky transition
nlan is presented to DCS.

«  The norma! hours of operation are 7:00 AM to 7:30 PM Monday through Friday.
Additional hours may be arrunged by contacting your Information Olficer.
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17.4 Resolution Times
The resclntion umes for hardware and soltware aveme is as follows,
»  Hardware reslotion lime 2 days (everape).

Comments: Allowances must be considered {or ordering, shipping, reeetving and
replacement ol parts through delays o cither of the existing processes: warranty
replacement generally takes one day turnaround after the request has been
submitled o Dell, on hand parts requested retarn from Deport ean take anywhere
from 1-3 days. l'or replacing non-warranty parts a procurement request 15 generated
by Depot and time must be atlowed for shipping and receipl. A olal rebwld may be

required to image and load software on a corrupted hard dnive once the part 1%
received.

= Sofbware resolution lime 1 day (average).

Comments: The resolution ume takes into consideration software and inswallation
key avariability in addition to ane request per call {not multiple installatioms being
requesting in one Remedy case).

I'or both lardware/Software resolution, travel time and customoer availability 1o
schedule is also a consideration. In addition, response lime 15 curmently being
reviewed within 1D, Additionally the Customer Service Dircetor assigned 1o Civil
Service will provide a monthly summary of open tickets and average time to resolve
issues. Civil Service will prioritize tickets based on business mipacis.

17.5 Problem Escalation

Civil Service will designate key people authonzed Lo escalale a problem for priority
resolotion based on impact to the business. Contact the Client Speciahist, Chient Services
Dircetor or vour [nformation Officer for immediale assistance.

18.0 Data Center Qperations

18.1 Overview

Data and Application fosting is the ability 1o provide mainlrame/server facifitics, Operating
System support, maintenance, and operational monilonng of customer data and applications,
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18.2 Data and Application Hosting

Tlata and application hosting can be performed cither in a cemralized or distributed
environment, depending on the criticality of the data or applications hosted:

»  Centralized hosting in a 7x24x363 duta cemer is provided [or data and those
applications requiring high availability and/or a need for disaster recovery
capabilities. It can also be preferred when a selected application resides on a
mainframe or server supported by the data center.

19.0 Telecommunications

19.1 Overview

Telecommunications involves traditional voice (teiephony) and data network backhone
connectivity between Stute of Michigan work locations.

Voice Serviees addresses all services related w wlephony, From basic office and cellular
telephony Lo the design and deployment ol elaborate Tnteractive Voice Response systems
(IVR). Enhanced (Call Processing (LCP)Y, or Call Centers,

The breadth of Veice Services oftered depends directly on the degree ol involvement that

DT has in its dehivery, 1.e, whether or not the delivery facilities are manaped by DIT rather
than by an external service provider.

19.2 Service Levels

This translates into three (3} dillerent levels in the breadth of Voice Services that are
available to customers:

»  Fur most central locations, or locations with a strong concentration of State of
Michigan operations {(specilic buldings within the Lansing, Saginaw,
Crand Rapids, and Detroit areas), THT manages the volee installations and is
accordingly able to ofler its Tul!l breadth of Voice Services.

+  l'or other locations with significant population or concenlration of State of
Michigan operations (specific buildings within Flint, Jackson, and Kalamazoo
areas), DIT is able to offer a limiled breadth of Yoice Services.

« Forall other locations, the role of DI is currently limited 1o negotiating
apreements with service providers to deliver the services on behalt of DIT.

Data & Network Conmectivity covers the conncetivity of users to standard State of Michigan
data sources and applications such as data center applications, distribuwed applications, and
exiemal parners.
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The Data & Network Connectivity Services are divided into the following services:

»  Conmectlon of a local nelwork to the State o Michizan “backbane,” which

provides all users of this local network with access to the difierent data sources
described above.

+  Different remote connectivity modes, throuph which users working remotely are
able to access their normal data resources.

« Ditferent nctwork services such as dedicated connectivity, eonnection to cxternal
partners. ctc.
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